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1. Environment Issue 
with 

Testing Laboratory



Global Warming



September 7, 2023

 https://www.scmp.com/news/hong-kong/health-environment/article/3233782/hong-kong-observatory-issues-red-rainstorm-alert-warns-
significant-road-flooding

https://www.scmp.com/news/hong-kong/health-environment/article/3233782/hong-kong-observatory-issues-red-rainstorm-alert-warns-significant-road-flooding
https://www.scmp.com/news/hong-kong/health-environment/article/3233782/hong-kong-observatory-issues-red-rainstorm-alert-warns-significant-road-flooding


China’s Goal to Carbon Emission

Achieve its peak of carbon emission before 2030

Achieve carbon neutrality before 2060



Hong Kong’s Commitment

Achieve carbon neutrality before 2050

Reduce by 50% before 2035 as compared to the 
2005 level





Can we do something?

 Reduction of paper usage because paper has a large carbon footprint

 Paper consumption is huge in our testing industry

 All the hardcopy test reports are the final product to our client



Paper Carbon Footprint

Life Cycle of Paper product:

 Source – Tree are cut

 Production process – energy and chemical use during processing

 Transportation – shipping of paper

 Use – From raw paper to usable paper product

 Disposal – Methane gas generation at landfill



2. Digital Report 
in 

Hong Kong



Electronic Test Report
Hong Kong
 Hong Kong Housing Authority, Started on Jan 1, 2023



Electronic Test Report
Hong Kong
 CEDD, Started on August 1, 2023



HOKLAS SC-33



OCGIO

 https://www.ogcio.gov.hk/en/our_work/regulation/eto/digital_cert/introduction/



Cap 553
Electronic Transaction Ordinance



Cap 553
Electronic Transaction Ordinance



3. Digital Signature?
Electronic Signature?



Electronic Signature vs Digital Signature

Digital Signature Electronic Signature

Authorized and Regulated by Certification 
Authority

Not authorized

High security – documents and signature are 
encrypted

Lower security

Can be verified Cannot be verified

A slightly more complicated authentication 
process

Fast, Simple and Easy to use

For document with sensitive information such as 
transaction

Good for documents that does not contain 
sensitive information

Require a certified digital ID and PIN Various method to verify signer identity such as 
email, PIN



HKHA Contract Requirement



SHA 256

 Secure Hash Algorithm, hash value 256 bits
One-Way Process – Irreversible
 Hash function provides same output value if input is 

unchanged
Main purpose: Check if data is modified



RSA 2048

Asymmetric cryptosystem, 
i.e. Two-Way (Public + 
Private Key)

Both side does not have 
the same secret key

Encryption method 
Use to “Digitally- sign” the 

report





4.  Hongkong Post e-Cert



How do I get it?



Hongkong Post e-Cert (Organisational)
with “Mutual Recognition” Status Certificate

 Company apply/renew for their employee with authorization of “director or a person 
with equivalent rank”, HKID, BR

 Hongkong Post e-Cert as Certificate Authority (CA)

 A Hongkong Post e-Cert contains a public key, the name of the holder, an expiration 
date, a certificate serial number and subscriber reference number.

 e-Cert Token with password (SafeNet)

 Mutual Recognition means trusted by Adobe® for signing PDF documents(in term of 
Adobe Approved Trust List, AATL)  Blue Ribbon when open pdf with Adobe Reader

 Renew every 1/2/3 years, hongkong post provide a new token with a new certificate



Application Procedure



List of AATL

 https://helpx.adobe.com/acrobat/kb/approved-trust-list1.html

https://helpx.adobe.com/acrobat/kb/approved-trust-list1.html


Self-Signed Certificate

https://community.adobe.com/t5/acrobat-discussions/validating-a-digital-signature/m-
p/11934718#:~:text=A%20self%2Dsigned%20certificate%20is,least%20one%20signature%20has%20problems.

https://community.adobe.com/t5/acrobat-discussions/validating-a-digital-signature/m-p/11934718#:%7E:text=A%20self%2Dsigned%20certificate%20is,least%20one%20signature%20has%20problems
https://community.adobe.com/t5/acrobat-discussions/validating-a-digital-signature/m-p/11934718#:%7E:text=A%20self%2Dsigned%20certificate%20is,least%20one%20signature%20has%20problems


Subscription Fees of e-Cert (Organizational) with 
"Mutual Recognition" Status

New/Renewal 
Subscription Fee

Certificates with a 
1-year validity 
period

Certificates with a 
2-year validity 
period

Certificates with a 
3-year validity 
period

New application or 
renewal

HK$150 per 
certificate

HK$300 per 
certificate

HK$450 per 
certificate

Administration fee 
(irrespective of the 
number of 
Authorised Users)

HK$150 per 
application

HK$300 per 
application

HK$450 per 
application

The Administration Fee is as the price of the longest validity e-
Cert if the application form contains applications for variety 
validity certificates.

e-Cert Token Fee e-Cert (Organizational) with "Mutual Recognition" Status is 
mandatory to storage in separate e-Cert Token at a price of 
HK$290 each.



Example:

3 years token =
$450 application + $450 admin fee 
+ 290 USB Token fee 

Total:  $1190  per user for 3 years 
Around $396.7 per year per user



5. Validation of Document









 Digital signature
 Blue ribbon

 Signature info

Demo Reports



Layers of authentication 

Domain password 
login

LIMS password 
Login

e-token password 
signature

Original PDF (Kept 
in Company 
Database)

Authorization of 
director

Valid BR

Soft copies (Valid 
Copies with digital 

signature)

Soft copies(print 
as pdf) Printed copies

Valid Personal ID

Valid Copies !!

Invalid Copies



Digital signature

1. Document is locked and no further 
changes can be made

2. Blue ribbon status summary when 
opening with Adobe reader



Can and Cannot after Signing

 You can rename file

 You can copy and paste

 You can email

 You cannot Print to PDF

 You cannot combine or split the PDF





6.  Points to Note



Note:

Q: Can you still digitally sign the report after the 
certificate expired

 A: 
1. Unfortunately, yes! You can still sign the report 
2. Adobe / other pdf reader will show warnings with 

expired cert alert



Note:

Q: What do we do if the signer left 
the company or token is lost?

A: Request Revocation from Hong 
Kong post



Note:

Q: Why would a Digital Certificate 
expire?

New certificate can be issued with the 
latest security standards.



Benefit

 Improve efficiency

 Save storage space

 Save paper and printing cost

 Save Environment



Let’s Save the World
and 

Go Digital.
Thank you.
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