
如何在您的組織環境中合規應用ISO/IEC27001 
Practical Implementation of ISO/IEC 27001 in Your Environment
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About	  Me
Experience	  d 	  Specialities	  

• Ronald is an Information Security Professional who has 18 years of experience in this business. His responsible field
included Information Security Management, Compliance Audit, Computer Forensics, Anti - Hacking, Training and
Classical Cryptographer. Ronald has a out standing track record in Information Technology field has helped enhance
the reputations of such firms and organisations as International Banking, Finances, Government, Educa1on,
Manufacturing and Law’s  Enforcement in  Great China  Area.

• Professional	  Filed:	  Computer	  Forensic	  investigator	  /	  Professional	  Lecturer	  /	  Information	  Security	  and	  Hacking	  Expert	  /
Credit	  Card	  Payment	  Security	  Professional	  /	  Inventor	  	  /	  Classical	  Cryptographers

Ronald	  Pong

• Professional	  certificates:
•Payment Card Application Security Assessor (PA QSA)	  
•PCI	  Qualified	  Security	  Assessor	  (PCI	  QSA)
•PCI	  Approved	  Scanning	  Vendors	  (ASV)

•ISO/IEC	  27001	  ISMS	  Lead	  Auditor	  Cer tificate
•ISO/IEC	  20000	  ITSM	  Auditor

• Membership:
• British	  Computer	  Society	  (BCS)
• Chinese	  Association	  for	  Crypto	  logic	  Research	  (CACR)	  (中国

密码学会)
• Information	  System	  Security	  Association	  (ISSA)
• International	  Association	  for	  Crypto	  logic	  Research	  (IACR)	  
• Hong	  Kong	  Public	  Key	  Infrastructure	  Forum	  (HKPKI)

• Institute	  of	  Electrical	  and	  Electronics	  Engineers	  (IEEE)
• International	  Register	  of	  Certificated	  Auditors	  (IRCA)	  
• 	  Hong	   Kong	   Information	   and	   System	   Security	   Professional	   Association
(HKISSP)

• Payment	  Card	  Industry	  Professional	  (PCIP)
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Practical	  Implementation	  of	  ISO/IEC	  27001	  in	  Your	  Environment

Agenda
• ISO/IEC	  27000	  :	  2014	  or	  ISO/IEC	  27001:2013,	  what	  is	  the	  difference?
• The	  difference	  between	  various	  documents	  in	  ISO/IEC	  27000	  :	  2014	  series,	  How	  do	  we	  use	  them	  ?
•All	  you	  need	  is	  ISO	  27001,	  27002,	  27003,	  27004	  and	  27005

•Do	  you	  know	  what	  is	  the	  difference	  between	  Vulnerability	  and	  Threat	  ?
•Process	  is	  everything,	  what	  is	  your	  major	  business	  process?	  Let	  us	  learn	  more	  from	  ISO/IEC	  27005	  :	  2011
•Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  Requirement
•Using	  ISO/IEC	  27005:2011	  as	  Impact	  Analysis	  and	  Risk	  Assessment	  Requirement
• Q&A
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ISO/IEC	  27000	  :	  2014	  or	  ISO/IEC	  27001:2013,	  what	  is	  the	  difference?

ISO/IEC	  27000	  :	  2014
•ISO/IEC 27000 is part of a growing family of ISO/IEC 
Information Security Management Systems (ISMS) 
standards, the 'ISO/IEC 27000 series'/ ISO/IEC 27000 
is an international standard entitled: Information 
technology - Security techniques - Information 
security management systems - Overview and 
vocabulary.

•The standard was developed by sub-committee 27 	  
(SC27) of the first Joint Technical Committee (JTC1)
of the International Organization for Standardization 
and the International Electrotechnical Commission.
•ISO/IEC	  27000	  provides:	  

• An overview of and intriduction to the entire 
ISO/IEC 27000 family of Information Security 	  
Management Systems (ISMS) standards.
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• A glossary or vocabulary of fundamental terms 	  
and definitions used throughout the ISO?IEC 
27000 family.
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ISO/IEC	  27000	  :	  2014	  or	  ISO/IEC	  27001:2013,	  what	  is	  the	  difference?

ISO/IEC	  27001	  :	  2013
•ISO	   27001:2013	   is	   an	   information	   security	   standard	   that	   was	   published	   on	   the	   25th	   September	   2013.	   It	   supersedes	   ISO/IEC
27001:2005, and is published by the International Organization for Standardization (ISO) and the International Electrotechnical 
Commission (IEC) under the joint ISO and IEC subcommittee, ISO/IEC JTC 1/SC 27. It is a specification for an information security 
management system (ISMS). Organisations which meet the standard may gain an official certification issued by an independent 	  
and accredited certification body on successful completion of a formal audit process.

Information security 
management systems

10  
Requirements

Annex A: List of controls and 
their objectives

114 
Requirements

+
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Do	  you	  know	  that	  what	  is	  the	  difference	  between	  Vulnerability	  
and	  Threat	  ?	  

Information	  Security	  Risk	  Management	  
Risk	  management	  is	  the	  process	  of	  identifying	  vulnerabilities	  and	  threats	  to	  the	  information	  resources	  used	  by	  an	  
organization	  in	  achieving	  business	  objectives,	  and	  deciding	  what	  countermeasures,	  if	  any,	  to	  take	  in	  reducing	  risk	  to	  
an	  acceptable	  level,	  based	  on	  the	  value	  of	  the	  information	  resource	  to	  the	  organization.	  	  -‐	  CISA	  2006	  Review	  Manual	  	  
•Risk	  -‐	  is	  the	  likelihood	  that	  something	  bad	  will	  happen	  that	  causes	  harm	  to	  an	  informational	  asset	  (or	  the	  loss	  of
the	  asset).	  	  
Vulnerability	  	  
•A	  vulnerability	  is	  a	  weakness	  that	  could	  be	  used	  to	  endanger	  or	  cause	  harm	  to	  an	  informational	  asset.
Threat	  	  
•A	  threat	  is	  anything	  (man	  made	  or	  act	  of	  nature)	  that	  has	  the	  potential	  to	  cause	  harm.

•Management
The	  term	  "management"	  characterizes	  the	  process	  of	  and/or	  the	  personnel	  leading	  and	  directing	  all	  or	  part	  of	  an	  
organization	  (often	  a	  business)	  through	  the	  deployment	  and	  manipulation	  of	  resources	  (human,	  capital,	  natural,	  
intellectual	  or	  intangible).	  	  
•Process
•The process of risk management is an ongoing iterative processr It must be repeated indeinitely.

Choice	  of	  control	  	  
•Control	   is	   used	   to	   manage	   risks	   must	   strike	   a	   balance	   between	   productivity,	   cost,	   effectiveness	   of	   the
countermeasure,	  and	  the	  value	  of	  the	  informational	  asset	  being	  protected.
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All	  you	  need	  is	  ISO	  27001,	  27002,	  27003,	  27004	  and	  27005
ISO/IEC	  27000	  :	  2014

MUST MAJOR REFERENCE SUPPORTIVE

• ISO/IEC 27001 — Information technology - Security Techniques - 
Information security management systems

• ISO/IEC 27002  —  Code of practice for information security 
management

• ISO/IEC27003  — Information security management system 
implementation guidance

• ISO/IEC  27004 — Information security management — Measurement
• ISO/IEC  27005 — Information security risk management
• ISO/IEC 27006 — Requirements for bodies providing audit and 

certification of information  security management systems
• ISO/IEC 27007 — Guidelines for information security management 

systems auditing 
• ISO/IEC 27035 — Information security incident management 
• ISO/IEC 27037 — Guidelines for identification, collection, acquisition 

and preservation of digital evidence
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All	  you	  need	  is	  ISO	  27001,	  27002,	  27003,	  27004	  and	  27005
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Process	  is	  everything,	  what	  is	  your	  major	  business	  process?	  Let	  us	  
learn	  more	  from	  ISO/IEC	  27005	  :	  2011

Scoping is everything
ISO 27005 page 28 

OBJECTIVE
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Process	  is	  everything,	  what	  is	  your	  major	  business	  process?	  Let	  us	  
learn	  more	  from	  ISO/IEC	  27005	  :	  2011
The	  scope	  and	  boundaries	  
•The organization should define the scope and boundaries of information security risk 

management.
•The scope of the information security risk management process needs to be defined to ensure 

that all relevant assets are taken into account in the risk assessment. In addition, the 
boundaries need to be identified [see also ISO/IEC 27001 Clause 4.2.1 a)] to address those risks 
that might arise through these boundaries.
•Information	   about	   the	   organization	   should	   be	   collected	   to	   determine	   the	   environment	   it
operates	  in	  and	  its	  relevance	  to	  the	  information	  security	  risk	  management	  process.
•When defining the scope and boundaries, the organization should consider the following 

information:
•The	  organization's	  strategic	  business	  objectives,	  strategies	  and	  policies
•Business	  processes
•The	  organization’s	  functions	  and	  structure
•Legal,	   regulatory	   and	   contractual	   requirements	   applicable	   to	   the	   organization	   The
organization's	  information	  security	  policy
•The	  organization’s	  overall	  approach	  to	  risk	  management
•Information	  assets
•Locations	  of	  the	  organization	  and	  their	  geographical	  characteristics	  Constraints	  affecting	  the
organization
•Expectation	  of	  stakeholders
•Socio-‐cultural	  environment
•Interfaces	  (i.e.	  information	  exchange	  with	  the	  environment)

•Additionally, the organization should provide justification for any exclusion from the scope.
•Examples	  of	  the	  risk	  management	  scope	  may	  be	  an	  IT	  application,	  IT	  infrastructure,	  a

business process, or a defined part of an organization.

Scoping is everything
ISO 27005 page 28 

SCOPING

Constraints 
related to 

methods and 
Know-How

Time 
constraints

Organization 
constraints

Financial 
constraints

Environmental 
constraints

Organizational 
constraints

Maintenance

Development 
management

 Human 
resources 

management

Operation Administrative 
management 
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Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  
requirement
MEASUREMENT	  OF	  INFORMATION	  SECURITY	  MANAGEMENT	  SYSTEM	  	  
How	  to	  Measuring	  the	  Effectiveness	  of	  Security	  in	  ISO	  27001	  	  
Objective	  of	  Measurement	  
•To	  show	  ongoing	  improvement;
•To	  show	  compliance	  (with	  Standards,	  contracts,	  SLAs,	  OLAs,	  etc);
•To	  justify	  any	  future	  expenditure	  (new	  security	  software,	  training,	  people,	  etc);
•ISO	  27001	  requires	  it.	  Other	  Management	  Systems	  also	  require	  it	  –	  ISO	  9001,	  ISO	  20000;
•To	  identify	  where	  implemented	  controls	  are	  not	  effective	  in	  meeting	  their	  objectives;
•To provide confidence to senior management and stakeholders that implemented controls are effective.

So,	  which	  of	  the	  114	  potentially	  applicable	  controls	  (within	  ISO	  27001)	  can	  be	  used	  to	  measure	  security?	  	  
Well,	   arguably,	   all	   of	   them.	   In	   practice,	   though,	   this	   would	   invariably	   be	   too	   onerous	   a	   task	   and	   would	   cause	   an	   already	  
overworked	  IT	  Department	  to	  crumble	  under	  the	  weight	  of	  bureaucracy.	  	  	  
Before	  we	  attempt	  to	  answer	  this	  question,	  then,	  we	  should	  always	  understand	  the	  requirement	  for	  such	  clarity.	  	  
•Why	  are	  you	  being	  asked	  to	  provide	  such	  information?	  	  
•What	  is	  the	  driver?	  	  
•Where	  does	  the	  requirement	  come	  from?	  	  	  

Other	  drivers	  may	  exist,	  too.	  It	  could	  be	  that	  the	  company	  has	  just	  realized	  that	  you	  can	  get	  more	  from	  ISO	  27001,	  or	  perhaps	  
it’s	   operational	   risk	   management	   such	   as	   BASEL	   II,	   SOX,	   Turn	   bull	   (UK	   Corporate	   Governance)	   or	   simply	   Regulatory	   
requirements	   and	   Legislation	   that’s	   driving	   your	   business.	   Either	   way,	   you’re	   not	   alone.	   Many	   organizations	   (but	   not	   
all)	  misunderstand	   the	   fundamental	   concepts	   behind	   BS	   7799	   and	   ISO	   27001	   and	   have	   treated	   it	   as	   a	   marketing	   
exercise,	   as	   opposed	   to	   trying	   to	   achieve	   real	   business	   benefit	  and	  ROI.	  ISO	  27001	  provides	  much	  more	  clarity	  and	  goes
	  further	  into	  what	  should	   be	   measured	   for	   its	   effectiveness.	   As	   such,	   the	   much	   anticipated	   ISO	    27004	    (guidelines	   on	   
how	   to	   measure	  effectiveness)	  in	  2007	  should	  finally	  put	  an	  end	  to	  this	  ‘grey’	  area	  and	  will	  hopefully	  shed	  much	  needed	  light
	  onto	  the	  types	  of	   controls	  to	  be	  measured	  and	  what	  results	  we	  should	  expect	  (e.g.	  Industry	  Baseline).	  	  	  	  

天下萬
物皆有
數
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Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  
requirement
MEASUREMENT	  OF	  INFORMATION	  SECURITY	  MANAGEMENT	  SYSTEM	  	  
ISO	  27004	  Information	  technology	  -‐	  Security	  techniques	  -‐	  Information	  security	  
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Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  
requirement

13



Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  
requirement
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Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  
requirement
•In	   risk	   assessment	   methods	   of	   this	   type,	   actual	   or	   proposed	   physical	   assets	   are	   valued	   in	   terms	   of	   replacement	   or	   
reconstruction	  costs	  (i.e.	  quantitative	  measurements).	  These	  costs	  are	  then	  converted	  onto	  the	  same	  qualitative	  scale	   
as	  that	  used	  for	  information	  (see	  below).	  Actual	  or	  proposed	  software	  assets	  are	  valued	  in	  the	  same	  way	  as	  physical	   
assets,	  with	  purchase	  or	  reconstruction	  costs	  identified	  and	  then	  converted	  to	  the	  same	  qualitative	  scale	  as	  that	  used	   
for	   information.	   Additionally,	   if	   any	   application	   software	   is	   found	   to	   have	   its	   own	   intrinsic	   requirements	   for	   
confidentiality	  or	  integrity	  (for	  example	  if	  source	  code	  is	  itself	  commercially	  sensitive),	  it	  is	  valued	  in	  the	  same	  way	  as	   
for	  information.	  
•The	  values	  for	  information	  are	  obtained	  by	  interviewing	  selected	  business	  management	  (the	  “data	  owners”)	  who	  can	  
speak	  authoritatively	  about	  the	  data,	  to	  determine	  the	  value	  and	  sensitivity	  of	  the	  data	  actually	  in	  use,	  or	  to	  be	  stored,	   
processed	  or	  accessed.	  The	  interviews	  facilitate	  assessment	  of	  the	  value	  and	  sensitivity	  of	  the	  information	  in	  terms	  of	  
the	  worst	  case	  scenarios	  that	  could	  be	  reasonably	  expected	  to	  happen	  from	  adverse	  business	  consequences	  due	  to	  
unauthorized	  disclosure,	  unauthorized	  modification,	  non-‐availability	  for	  varying	  time	  periods,	  and	  destruction.	  
•The	  valuation	  is	  accomplished	  using	  information	  valuation	  guidelines,	  which	  cover	  such	  issues	  as:	  
•	  Personal	  safety	  
•	  Personal	  information
• Legal	  and	  regulatory	  obligations
• Law	  enforcement
• Commercial	  and	  economic	  interests
• Financial	  loss/disruption	  of	  activities
• Public	  order
• Business	  policy	  and	  operations
• Loss	  of	  goodwill
• Contract	  or	  agreement	  with	  a	  customer	  

•The	  guidelines	  facilitate	  identification	  of	  the	  values	  on	  a	  numeric	  scale,	  such	  as	  the	  0	  to	  4	  scale	  shown	  in	  the	  example	  
matrix	  below,	  thus	  enabling	  the	  recognition	  of	  quantitative	  values	  where	  possible	  and	  logical,	  and	  qualitative	  values	   
where	  quantitative	  values	  are	  not	  possible,	  e.g.	  for	  endangerment	  of	  human	  life.

Standard 

Risk Matrix

High impact, Low 

probability risks
Low probability (below 50%)
High impact (8 and above)

Low impact, Low 

probability risks
Low probability (below 50%)

Low impact (below 8)

High impact, High 

probability risks
High probability (above 50%)
High impact (8 and above)

Low impact, High 

probability risks
High probability (above 50%)

Low impact (below 8)
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IMPACT

100%

PROBABILITY

4

IMPACT

0%

PROBABILITY
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Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  
requirement
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Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  
requirement

•For	  each	  asset,	  the	  relevant	  vulnerabilities	  and	  their	  corresponding	  threats	  are	  considered.	  If	  there	  is	  a	  vulnerability	  without	  a	  corresponding	  
threat,	  or	  a	  threat	  without	  corresponding	  vulnerability,	  there	  is	  presently	  no	  risk	  (but	  care	  should	  be	  taken	  in	  case	  this	  situation	  changes).	  Now	  
the	   appropriate	   row	   in	   the	   matrix	   is	   identified	   by	   the	   asset	   value,	   and	   the	   appropriate	   column	   is	   identified	   by	   the	   likelihood	   of	   the	   
threat	   occurring	  and	  the	  ease	  of	  exploitation.	  For	  example,	  if	  the	  asset	  has	  the	  value	   3,	  the	  threat	  is	  “high”	  and	  the	  vulnerability	  “low”,	  the	  
measure	  of	  risk	   is	   5.	   Assume	   an	   asset	   has	   a	   value	   of	   2, e.g.	   for	   modification,	   the	   threat	   level	   is	   “low”	   and	   the	   ease	   of	   exploitation	   is	   
“high”,	   then	   the	  measure	   of	   risk	   is	   4.	   The	   size	   of	   the	   matrix,	   in	   terms	   of	   the	   number	   of	   threat	   likelihood	   categories,	   ease	   of	   exploitation	   
categories	   and	   the	   number	  of	  asset	  valuation	  categories,	  can	  be	  adjusted	  to	  the	  needs	  of	  the	  organization.	  Additional	  columns	  and	  rows
	  will	  necessitate	  additional	   risk	  measures.	  The	  value	  of	  this	  approach	  is	  in	  ranking	  the	  risks	  to	  be	  addressed.
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Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  
requirement

•A	   similar	  Matrix	   as	   shown	   in	   pervious	   table	   results	   from	   the	   consideration	   of	   the	   likelihood	   of	   an	   incident	   scenario,	  mapped	   against	   the	  
estimated	  business	  impact.	  The	  likelihood	  of	  an	  incident	  scenario	  is	  given	  by	  a	  threat	  exploiting	  a	  vulnerability	  with	  a	  certain	  likelihood.	  The	  
Table	  maps	  this	  likelihood	  against	  the	  business	  impact	  related	  to	  the	  incident	  scenario.	  The	  resulting	  risk	  is	  measured	  on	  a	  scale	  of	  0	  to	  8	  that	  
can	  be	  evaluated	  against	  risk	  acceptance	  criteria.	  This	  risk	  scale	  could	  also	  be	  mapped	  to	  a	  simple	  overall	  risk	  rating,	  for	  example	  as:	  
•Low	  risk:	  0-‐2	  
•Medium	  Risk:	  3-‐5	  
•High	  Risk:6-‐8
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Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  
requirement	  with	  27005	  Risk	  Assessment	  Method

CONTEXT'
ESTABLISHMENT

RISK ASSEMENT

RISK ANALYSIS

RISK'
IDENTIFICATION

RISK'ESTIMATION

RISK'EVALUATION

RISK'TREATMENT

RISK'ACCEPTENCE

RISK'
COMMUNICATION

RISK'MONITORING'
AND'REVIEW

NO

YES

NO

YES

RISK DECISION POINT 1
ASSESSMENT SATISFACTORY

RISK DECISION POINT 2
TREATMENT SATISFACTORY

END OF FIRST OR SUBSEQUENT ITERACTION

Impact	  criteria	  
•Impact	  criteria	  should	  be	  developed	  and	  specified	  in	  terms	  of	  the	  degree
	   of	  damage	  or	  costs	  to	  the	  organization	  caused	  by	  an	  information	  
security	  event	  considering	  the	  following:	  
•Level	  of	  classification	  of	  the	  impacted	  information	  asset	  
•Breaches	  of	  information	  security	  (e.g.	  loss	  of	  confidentiality,	  integrity
	   and	  availability)	  Impaired	  operations	  (internal	  or	  third	  parties)	  
•Loss	  of	  business	  and	  financial	  value	  
•Disruption	  of	  plans	  and	  deadlines	  
•Damage	  of	  reputation	  
•Breaches	  of	  legal,	  regulatory	  or	  contractual	  requirements	  

•NOTE	  See	  also	  ISO/IEC	  27001	  [Clause	  4.2.1	  d)	  4]	  concerning	  the	  impact	   
criteria	  identification	  for	  losses	  of	  confidentiality,	  integrity	  and	   
availability.
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Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  
requirement	  with	  27005	  Risk	  Assessment	  Method

CONTEXT'ESTABLISHMENT

RISK ASSESSMENT

RISK ANALYSIS

RISK'IDENTIFICATION

RISK'ESTIMATION

RISK'EVALUATION

RISK'TREATMENT

RISK'ACCEPTANCE

N
IOTA

IC
N

U
M

M
OC

K
%

RI
S

IE
W

RE
V

D
%

AN%G
RI
N

O
IT

N
O

M
K
%

RI
S

NO

YES

NO
NO

YES

Risk%evaluation%criteria
Risk%acceptance%criteria
The%scope%and%boundaries
Organization%for%information%Security%risk%management

Assets,%Threats,%Vulnerabilities,%Controls

Qualitative%/%Quantitative%estimation

Prioritized%risks%according%to%risk%evaluation%criteria

Risk%Reduction%
Risk%Retention%
Risk%Avoidance
Risk%Transfer

Monitoring%and%review%of%risk%factors
Risk%Management%monitoring,%reviewing%and%improving
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Develop	  the	  Threat	  Model	  based	  on	  the	  ISO/IEC	  27004	  
requirement
Risk	  acceptance	  criteria	  
•Risk	   acceptance	   criteria	   should	   be	   developed	   and	   specified.	   Risk	   acceptance	   criteria	   often	   depend	   on	   the	   organization's	   policies,	   goals,
objectives	  and	  the	  interests	  of	  stakeholders.	  An	  organization	  should	  define	  its	  own	  scales	  for	  levels	  of	  risk	  acceptance.	  The	  following	  should	   be
	  considered	  during	  development:	  	  
•Risk	  acceptance	  criteria	  may	  include	  multiple	  thresholds,	  with	  a	  desired	  target	  level	  of	  risk,	  but	  provision	  for	  senior	  managers	  to	  accept	  risks	  
above	  this	  level	  under	  defined	  circumstances	  
•Risk	  acceptance	  criteria	  may	  be	  expressed	  as	  the	  ratio	  of	  estimated	  profit	  (or	  other	  business	  benefit)	  to	  the	  estimated	  risk	  
•Different	  risk	  acceptance	  criteria	  may	  apply	  to	  different	  classes	  of	  risk,	  e.g.	  risks	  that	  could	  result	  in	  non-‐	  compliance	  with	  regulations	  or	  laws	  
may	  not	  be	  accepted,	  while	  acceptance	  of	  high	  risks	  may	  be	  allowed	  if	  this	  is	  specified	  as	  a	  contractual	  requirement	  
•Risk	   acceptance	   criteria	   may	   include	   requirements	   for	   future	   additional	   treatment,	   e.g.	   a	   risk	   may	   be	   accepted	   if	   there	   is	   approval	   and	  
commitment	  to	  take	  action	  to	  reduce	  it	  to	  an	  acceptable	  level	  within	  a	  defined	  time	  period	  

•Risk	  acceptance	  criteria	  may	  differ	  according	  to	  how	  long	  the	  risk	  is	  expected	  to	  exist,	  e.g.	  the	  risk	  may	  be	  associated	  with	  a	  temporary	  or	  
short	  term	  activity.	  Risk	  acceptance	  criteria	  should	  be	  set	  up	  considering	  the	  following:	  
•Business	  criteria	  
•Legal	  and	  regulatory	  aspects	  
•Operations	  
•Technology	  
•Finance	  
•Social	  and	  humanitarian	  factors	  
• NOTE:	    R i s k  a c c e p t a n c e  c r i t e r i a  c o r r e s p o n d  t o  “ c r i t e r i a  f o r  a c c e p t i n g  r i s k s  a n d  i d e n t i f y  t h e  a c c e p t a b l e  l e v e l

o f  r i s k  ” s p e c i f i e d  i n  I  S O /  I  E C  2 7 0 0 1  C l  a u  s e  4 .  2 .  1  c )  2 ) .
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How	  about	  27002	  and	  27003	  ?	  
• How	  to	  establish	  security	  requirements
• It	   is	   essential	   that	   an	   organisation	   identifies	   its	   security	   requirements.	   There	   are	   three	   
main	  sources	  of	  security	  requirements.	  
1. One	   source	   is	   derived	   from	   assessing	   risks	   to	   the	   organisation,	   taking	   into	   account	   the 
organisation’s	   overall	   business	   strategy	   and	   objectives.	   Through	   a	   risk	   assessment,	   threats	   
to assets	    are	    identified,	   vulnerability	   to	   and	   likelihood	   of	   occurrence	   is	   evaluated	   and	   pot
entialimpact	  is	  estimated.

2. Another	   source	   is	   the	   legal,	   statutory,	   regulatory,	   and	   contractual	   requirements	   that	   an
organisation,	   its	   trading	  partners,	   contractors,	   and	   service	  providers	  have	   to	   satisfy,	   and	   their
socio-‐cultural	  environment.

3. A	   further	   source	   is	   the	   particular	   set	   of	   principles,	   objectives	   and	   business	   requirements	   for
information	  processing	  that	  an	  organisation	  has	  developed	  to	  support	  its	  operations.

• Assessing	  security	  risks
• 	  Security	  requirements	  are	  identified	  by	  a	  methodical	  assessment	  of	  security	  risks.	  Expenditure o
n	  controls	  needs	  to	  be	  balanced	  against	  the	  business	  harm	  likely	  to	  result	  from	  security	  failures.	  

• The	  results	  of	  the	  risk	  assessment	  will	  help	  to	  guide	  and	  determine	  the	  appropriate	  management	  
action	   and	   priorities	   for	   managing	   information	   security	   risks,	   and	   for	   implementing	   controls	  
selected	  to	  protect	  against	  these	  risks.	  

•
	  

Risk	  assessment	  should	  be	  repeated	  periodically	  to	  address	  any	  changes	  that	  might	  influence	  the	   
risk	  assessment	  results.	  More	  information	  about	  the	  assessment	  of	  security	  risks	  can	  be	  found	  in 
clause	  4.1	  “Assessing	  security	  risks”.
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How	  about	  27002	  and	  27003	  ?	  

• Selecting	  controls
•Once	   security	   requirements	   and	   risks	   have	   been	   identified	   and	   decisions	   for	   the
treatment	   of	   risks	   have	   been	   made,	   appropriate	   controls	   should	   be	   selected	   and 
implemented	   to	   ensure	   risks	   are	   reduced	   to	   an	   acceptable	   level.	   Controls	   can	   be 
selected	  from	  this	  standard	  or	  from	  other	  control	  sets,	  or	  new	  controls	  can	  be	  designed
to	  meet	  specific	  needs	  as	  appropriate.	  The	  selection	  of	  security	  controls	  is	  dependent 
upon	  organisational	  decisions	  based	  on	  the	  criteria	  for	  risk	  acceptance,	  risk	  treatment 
options,	   and	   the	   general	   risk	   management	   approach	   applied	   to	   the	   organisation,	   and 
should	   also	   be	   subject	   to	   all	   relevant	   national	   and	   international	   legislation	   and 
regulations.
• Some	   of	   the	   controls	   in	   this	   standard	   can	   be	   considered	   as	   guiding	   principles	   for
information	   security	   management	   and	   applicable	   for	   most	   organisations.	   They	   are
explained	  in	  more	  detail	  below	  under	  the	  heading	  “Information	  security	  starting	  point”.
•More	   information	   about	   selecting	   controls	   and	   other	   risk	   treatment	   options	   can	   be
found	  in	  clause	  4.2	  "Treating	  security	  risks".
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